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About this Manual

This Manual is applicable idMS4500Mobile Client Sftware.

The Manual includes instructions for using and managing the product. Picthiaats, images

and all other information hereinafter are for description and explanation only. The information
contained in the Manual is subject to change, without notice, due to firmware updates or other
reasons. Please find the latest version in thenpany website

(http://overseas.hikvision.com/er)/.

Please use this user manual under the guidance of professionals.
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Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE PRODUCT DESCRIBED, WITH
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ERRORS, AND HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT
LIMITATION, MERCHANTABILITY, SATISFACTORY QUALITY, FITNESS FOR A PARTICULAR PURPOSE
AND NONNFRINGEMENT OF THIRD PARTY.ENEBNO WILL HIKVISION, ITS DIRECTORS,

OFFICERS, EMPLOYEES, OR AGENTS BE LIABLE TO YOU FOR ANY SPECIAL, CONSEQUENTIAL,
INCIDENTAL, OR INDIRECT DAMAGES, INCLUDING, AMONG OTHERS, DAMAGES FOR LOSS OF

BUSINESS PROFITS, BUSINESS INTERRUPTION, OR LOSDOOEDKENDATION, IN
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CONNECTION WITH THE USE OF THIS PRODUCT, EVEN IF HIKVISION HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

REGARDING TO THE PRODUCT WITH INTERNET ACCESS, THE USE OF PRODUCT SHALL BE WHOLI
AT YOUR OWN RISKS. HIKVISION SHALL NABYYRESPONSIBILITES FOR ABNORMAL

OPERATION, PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, HACKEI
ATTACK, VIRUS INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL
PROVIDE TIMELY TECHNICAL SUPPORT IF REQUIRED.

SURVEILLANCEWS VARY BY JURISDICTION. PLEASE CHECK ALL RELEVANT LAWS IN YOUR
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORMS
THE APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THE EVENT THAT THIS PRODUCT IS

USED WITH ILLEGITIMAURAOSES.

IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANUAL AND THE APPLICABLE LAW, THE
LATER PREVAILS.
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Chapter 1 Introduction

1.1 Overview

IVMS4500(Android) V4.2nobile client softwarewhich is designed fanobile
phone on thebags of Android OS (Version 2.3.3 or highen be usedb remotely
monitor the live videdrom embeddedDVRNVR, networlcameranetwork speed
dome andencodervia wireless networkplay back record filesptaly store and
manage pictursand vides, manage alarmotification andinformation, control
alarmoutput andrealize PTZ contrails well.
IVMS4500software also provides the Cloud service for managing your Cloud
account and the added devices.
With this software installed in yoyphone, you are able to log onto the freend
device via WFi3Gor4Go SAARSazX AF GKSNB Aa y2 LldzotAil |
accessible by using a dynamic domain name, or by mapping ports to the public IP of
router.
Notes:
Wi-Fi, 3Gor 4Gaccess service must be supported by phene.
Network traffic charges malye produced during the use of this client software.
Please refer to the local ISP.

1.2 System Requirements

Themobile phone should be based on Android OS (version 2.3.3 or higher).
Note: The mobile phonevith resolution 0f480*800, 480*854, 960*5401280*720,
800*1280 or 1920*1080 is supported.

1.3 Conventions

In order to simplify the description, we defitlee & A +-4500 @Android mobile
Of ASy (i & achwiaged NB¥ R N\éRertoed&r network cameranetwork
ALISSR R2YS¢ | a owigShape®dS ¢ Ay (GKS F2¢f
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Chapter2 Installing and Uninstalling the Software

2.1Installing the Software

Steps:

1. Log onto theGoogle Play

2. 9Y i SNInpmmaE{ 4§22 aSINOK GKS Y20AtS Ot ASyid
3. Slect theiVMS4500software, wnload and install it to youphone.

4. After having installed the software successfully, you can @( to start the

software

2.2 Uninstalling the Software

Steps:

1. Enter the Application Management interface of your mobile phone (e.g.,
Settings > Apps
Note: The path for entering the Agication Management interface varies
depending on the Android OS version of your phone.

2. dick the software icon.

3. In the App Info interface of the software, clickiinstallbutton and then cliclOK
button to uninstall the software.

Qx

N)Y
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Chapter3 Runningthe Software

After having installed the software successfully, ¢k to run the software.

3.1 RegionSelecton

The first time you run the iVM&500 software, you should select the regihere
your device is located. Otherwise, the live view, playback and alatification of
the devices will fail.

Steps:

1. ClickRegionfield and select the country from the corresponding continent.

Select Region

Select Region

> Europe
> Asia

> America
> Africa

> Oceania

Cancel

2. Clickenterto enter the main page of the software.
Note: If you need to change the selected region after that, you can dgoeo
Configuration page and select the region again.

3.2Password Protection

With the password protection enabled, only the user that has the password can
access the software.

Task 1: EnablePasswordProtection

Steps:

1. click/€ and selecConfigurationto enter the Configuration interface.
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@ Configuration

Password Protection

(D]

Y Traffic Statistics

=~ WiFi Settings
[:j Region

<] Help

(1) About

2. QickPassword Protectiorand then sethe switch ofPassword Protectioras on
to enter the password settings interface.

3. Enter the password for the software and confirm it to activate the password
protection.
Note: The &ngth of the password should be between 1 and 10.

Next time, if you want to run the software aftetosing the softwargyou need to

enter the password to log in first.

Task 2: Modify the Password
Qick Password Protectiorand thenclick Modify Passwordand enter corresponding
information to modify the password.

Tesk 3: DisablePasswordProtection

Steps:

1. dickPassword Protectiorand thensetthe switch ofPassword Protectioras off
to disablethe password protection

2. Enter the password to confirm the tbags.

3.3 Interfaces Introduction

The software hasevenmain functions, including Live View, Remote Playback, Device
Management, Alarm Management, Picture & Video Managen@iaud
Managemeniand Configuration.
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@ Live View

m (4 -« [9 [4

M & % ©7 B

You can click€ to activate the mairmenu.

Descriptionof Main Menu

Menu Descriptions

Liveview, PTZ contrgllocal recording, alarm outputs
control, etc.

Remote Playback Play back the recorded filetored in the device
Display device list,dal/delete/modify device, view
deviceinformation, etc.

Enablealarm notification manage alarninformation
and view the alarm linkage information

Picture& Video Display and manage the local video files and pictures
Register a Claliaccount, log into your Cloud and
manage the devices which support the Cloud service
Configurepassword protection and email feedback.
Check thetraffic statistics, configure Wi settings and
Configuration select the region.

View2 F i ¢ I NS déormgtiSriNdeIp fReind new
features.

Live View

Devices

Alarm

EZVIZLIoudP2P
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Chapter4 Device Management

4.1 Adding aDevice

You need to adda devicefirstly that all operations such d&e view, playbackand
device management can laecessible.

Note: Before you add a devicgou should select the regiomhereyour device is
located. Otherwise, the live view, playback and alarm notification of thaces will
fail.

Steps:

1. Click/€ and selecDeviceso enter the Device Management interface.

@ Devices @

2. Threeways are available for adding the devices.
U Manual Adding

1) Click @ andselectManual Adding

Alias:Edit a name for the device as desired.

Register Mode Select the register mode to HIDDNS, IP/Domain, or IP Server.
HIiDDNSWhen the device is registered on the HIDDNS server, you need to

enter the device domain name registered on the server.

IP/Domain:You can access the device through fixed IP address or domain

name. You need to edit the IP address or domain address angbitt@f the
device.

IP ServerYou can access the device through IP Server. You need to set the IP
Server address, and device identifier which is the device name or device serial
No..
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User Nameinput the user name of the added device.

Passwordinput the password of the added device.

Camera Na.The number of the camera(s) under the device can be obtained
after the device is successfully added.

2) Click @ to confirm the settings.

@ New Device

Alias New Device 03
Register Mode P S

Server Address

Identifier

User Name

Password

Camera No, 1

U Scanning QR Code
1) Click @ andselectScan QR Code

2) Use your phone to scan the QR code of the device to be added by aligning
the QR Code with the scanning frame.
Note: The QR code can be obtained via iVA2B0client software or the
local menu of the device
Device Local MenuManu -> Maintenance> Devicdnfo.
Device Inffo Camera Record Alarm Network HDD
Name Embedded Net DVR
DS-9016HF-RT

1620120802BBRR408198462WCVU

V3.2.0, Build 150109

V1.0, Build 150109

Server tabglick to select a device and cli@R Codeo pop up the QR code
window of the device.

10
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o o] s

Device for Management (16)

Organization

_ 4 AddDevice [ Modify 3 Delete | £ Remote Co. VCA Allocation Activale | €3 Refresh All Filter
&8 E2VIZ Cloud P2P Device Nickname = |IP Device Serial No. Security Resource Usa__. |HDD St "
£l Storage Server 2103 1721018149 DS-2DE2103-DE3/W20150211CCWR502722999 ¥ (=]
*+ Add New Device Type 2412 10.16.1.251 DS-2CD2412F-W20140118CCCHA50047294 ] [a]

3) Select the identified device(s) and cliséd.
U  Wi-Fi Configuration

1) dick and selecWi-Fi Configuration.

2) Inputthe deviceserial No. (%it), or click =! and use your phone to scan

the serial No. on thelevicelabel by aligning the QR Code or Barcode with
the scanning frame.

9

3) ClickNextand input the password (if required) of the \Wi network that
your phone connects to.

@ Wi-Fi Information

TEST

Next

11
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4) ClickNextto enter the Before You Start page. Follow the hints on the page
to properly place and set the device to be added.
5) ClickNextand the device starts conneng to the WiFi network.

@ Before You Start

Next

6) Set the following parameters after the device is connected to thd-Wi
network. The IP address and port No. can be automatically obtained.
Alias:Edit a name for the device as desired.
User Nameinput the user name of the atitd device.
Passwordinput the password of the added device.
Camera No.The number of the camera(s) under the device can be
obtained after the device is successfully added.

7) Click @ to add the device.
U Online DeviceAdding

1) dick and selecOnline Device

2) The mline devicesn the same locadrea networkwith the phonewill be
dispayed

Select the devices to be added from the list.

Notes:

., Make sure theMulticast Discoveryunction is enabled so thahe online
network camera can be automatically detected by client software via
private multicast protocol in the LAIRor details, please refer to theser
Manualof the network camera.

. For the inactive device, you need to create the password foefibre you
can add the device properly.

12
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@ Online Device

[ 10-25.16.63 et

Device Typ KHB310-A

3) dick the device andou can view the online device details including device
information and network information.

‘9 Details @)
MAC Address 44-19-b6-5f-aa-6a
Software Version V5.2.6build 141218
Serial No.
IP Address 92.168
Subnet Mask
Gateway
Port 8000
Add

Qick to edit the network information.
Change the device IP address to the same subnet withploone by either
modifying the IP address manually or setting the switcBDdCRas on.

13
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@

© Edit
DHCP

IP Address 192.168.1.119
Subnet Mask  255.255.255.0
Gateway 192.168.1.1

Port 8000

Qick and input the admin password of the device to save the settings.

4) ClickAddto open theNew Devicenterface.
@ New Device @)

Alias 192.168.1.119
Address 192.168.1.119
Port

User Name

Password

5) Input the required information.
Alias:Edit aname for the device as desired.
User Nameinput the user name of the added device.
Passwordinput the password of the added device.

6) Click @ to add the device.

Notes:
If the device is successfully added, the software aatomaticallyobtain the
camerainformation of the device.
Up to256devices can be added.

14
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You can clicltartLive View to live view the newly added device. Please refer to
Chapter Sor detailed operation about live view.

@ Device Information @

Alias

Register Mode

Address

Port

User Name I
Password ot

Camera No.

Start Live View

Click @ to return to the Device Management interface. The ssstully added new
device will be displayed in the Device Management interface.
Password Strength

When the device is successfully added, the software jutlgpassword strength
automatically. If you use weak or risky password which can be easily guessed or
cracked, the password security displays. In this case, we highly recommend you to
use a strong password to ensure your data security. A strong passwordsrange8

to 16 characters, and must contain at least three of the following categories:
numbers, lowercases, uppercases and special characters.

Activating the Device

For manual adding and online device adding, if the device to be duaedot been

activated yet, a window will pop up to ask you activate the device. Cla¥irmin

the window to activate the device.

Note: You must activate the device before you can properly access to it.

Steps:

1) Create a password for the admin account of the device anfircothe password.
The software will judge password strength automatically, and we highly
recommend you to use a strong password to ensure your data security. A strong
password ranges from 8 to 16 characters, and must contain at least three of the
following categories: number, lowercase, uppercase and special character.

2) ClickConfirmto activate the device.

15
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4.2 Modifying aDevice

Steps:
1. In the Device Managemeirterface select a device andickthe deviceitem to
view its parameters.

2. Click@ and then yowcan modify the parameters of the device according to

actual needs.
@ Edit Device

Alias Intersection
Register Mode IP/Domain
Address 10.99.105.140
Port 8800

User Name admin
Password =~ eeseee

Camera No

3. Click @ to save the modification.
4. Click® to return to the Device Management interface.

4.3 Deleting aDevice

In the Device Management interface, select a deviceland press it to activate the
deletion window.dick Confirmbutton to deletethe selected device.

16
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Hint

Confirm to delete?

17
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Chapter5 LiveView

After the device is successfully added, you can view live video from the devices,
controlthe alarm output of the device anthanagePTZ control as well.

Note: The alarm output and PTZ control should be supported by the added device.

Click & and selecLive Viewto enterthe Live New interface The screen will be

displayed im-divisionmodeby default.
@ Live View

m 4 -« [@ [@Ig

3

e & & @

Description

o
o
-

Go to theCamera List interface.

1/4/9/16-window division.

Select a camera for live view.

Capture picture of the selected live view window.
Record the video of the selected live view window.
PTZ control panel.

Image quality panel.

Stop alkthe live view.

[~
[l
N

INFRPEEDE

D) Audiocontrol.

& Two-way audio.

I Alarm outputcontrol panel
@ Digital zoom.

Note: You can slide theon toolbarto show the hidden icons.

Start Live View

Steps:

18
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1. Click@ to display the addedameralist. Click a device node to list all the
cameras under it.
(Optional) You can also clid@ to enterthe Camera List interfacand select one
camera for live view.
Note: The name of the camera under the device is obtained from the device.

2. Check checkbox in the device item to select all the cameras under it, or

check ' checkbox in the camera item to select the specific camera as desired.

Notes:

You can slide theameralist downwards to refresh the device status.

If the channelzero is supportedby the device and it has been configured, you
can select to live view by chanradro.

If there is only one channel under the device, the icon of the device shows as
. Otherwise, it shows af=d,

Up to 16 cameras can be selected for live viewing at the samee

@ Camera List

1::: o] Intersection Y,
[ K Garage ©
[ K speed Dome &)
[ K south Cross NS
Start Live View(3) i\é

3. ClickStartLive View to start live view of the selected camera(s). Or you can click
@ to return to the Live View interface.

Note: If the camera is live viewed for the first time, it plays the live video at

sub-stream if it supports sulstream, otherwise it plays at main stream; if not, the

camera playsit the stream type of the last time.

19
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Live View

Intersection-Garage (Fluent) Intersection-Speed Dome (Flue.

Intersection-South Cross [Error

Favorites Configuration

You can add the comomly used camera(s) to the favorites so that you can access the
camera(s) conveniently.
Steps:
1. Perform theStep land Step2 of Start Live Viewo select the camera(s).
2. Click ¥ to add the camera(s) to the Favorites.
3. Inthe popup dialog box, enter the nanfer the favorites.
4. ClickConfirmto save the settings.
Note: Up to 32 favorites can be added.
The successfully added favorites will be shown in the device list area.

@ Camera List

)

> {1\7 My Cameras NS,
. l/)‘\

~ Intersection )
[X Garage O,
[} speed Dome ‘:9

-

[ K south Cross Q/)
Start Live View(3) i\é

If youwant to delete the favorites, you cdang press it to activate the deletion
window. ClickConfirmbutton to delete the selectedhvorites

Window Division

20
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You can click 1)/[4)/[2]/[1é] to set the window division as desired/henthere are
multiple pages of playing windows, you can slide the scregyotm the next or
previous page.

@ Live View Live View

2015-01-19 16: 7 :43

¥

7/
Intersection-Garage (Fluent) Intersection-Speed Dome (Fluent)

B (4 e [P [ | W [4 - [ T[4

M & ¥ ¥ R @ & % ©@ R

You can drag and move the window to adjust the window sequeYme can
double-click the live view window to display the camera iditision mode and
double-click again to restore.

Record & Capture

In live view mode, select a live viewing window and click &% to record the video
of it, or click the@ to capture a picture of it.

The videos and pictures can be viewed and managed in the Picture & Video
Management interface (refer t€hapter8).

Note: It is recommended not to record 4 camesimultaneousy during live view
due tothe performance limit of the phone.

PTZ Control

In live view mode, select a playing window and c < to activate PTZ control panel,

and the & changes to¥:.

Note: The PTZ cdrol should be supported by the added device.

You can slide on the live view window to realize the pan left/right and tilt up/down
movements. You can also pinch two fingergether to zoom out or spread them
apart to zoom irthe live view.

21
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o M @ o

@M & ¥ BB

Icon Description

0 Start'stop the autescan.
¥ Zoom control:B Zoom+

e Zoom
¥ Focus control® Focus+® Focus
Iris control: & Iris+& Iris-

f Set deleteand call the preset.

Setting a Preset

Steps:
1. Inthe PTZ control mode, slide on the live vigimdow to move the camera to
the desired scene.

2. Click -7 to access the following dialog box.

3. Slide the number area to set the preset No..
Note: The preset No. should be between 1 and 256.
4. ClickSetto finish the preset settingsou can cliclDeleteto deletethe preset.

Calling a Preset

For the programmed presegdit the preset No. in the dialog box and cliClllto call
it.

After completion of PTZ control, click to hide the PTZ control panel.

Image Quality

22




























































